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INTROSIDN PREVEMTION STSTEMS™

Cooperstown Dreams Park
Annex

Outpost Top Attacks Reporting
Since 01/15/2021

1014 total attacks from 12 unique attack types
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@® CINSRogue ... "
@ SCAN Suspic...
® CINSRogue ...

@ SCAN Sipvic...
@ SCAN Potent...
@ SCAN Suspic...
@ SCAN Sipvic...
@ SCAN VMware...
@ SCAN Potent...
@ SCAN Suspic...
@ Al Others

Top Attack Types

Top Attacking IPs

® 193.29.14.110
@® 51.77.86.185
® 89.248.160.139
® 194.147.140.83
@® 46.161.27.39
® 194.147.140.76
@® 9263.197.61
@ 194.147.140.77
® 194.147.140.29
@ 9263.197.88
@ Al Others
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Top Attack Types by Volume

Top Attacks

Attack Type Severity Volume
CINS Rogue Packet Activity Detected (TCP) 1 802
SCAN Suspicious inbound to MSSQL port 1433 1 71
CINS Rogue Packet Activity Detected (UDP) 1 50
SCAN Sipvicious User-Agent Detected (friendly-scanner) 1 35
SCAN Potential VNC Scan 5900-5920 1 24
SCAN Suspicious inbound to mySQL port 3306 1 11
SCAN Sipvicious Scan 1 7
SCAN VMware vCenter Chargeback Manager Information Disclosure 1 7
SCAN Potential VNC Scan 5800-5820 1 3
SCAN Suspicious inbound to PostgreSQL port 5432 1 2
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https://24.39.73.71/activity/?s=event%3A%22CINS%20Rogue%20Packet%20Activity%20Detected%20%28TCP%29%22&to=&fr=01/15/2021
https://24.39.73.71/activity/?s=event%3A%22SCAN%20Suspicious%20inbound%20to%20MSSQL%20port%201433%22&to=&fr=01/15/2021
https://24.39.73.71/activity/?s=event%3A%22CINS%20Rogue%20Packet%20Activity%20Detected%20%28UDP%29%22&to=&fr=01/15/2021
https://24.39.73.71/activity/?s=event%3A%22SCAN%20Sipvicious%20User-Agent%20Detected%20%28friendly-scanner%29%22&to=&fr=01/15/2021
https://24.39.73.71/activity/?s=event%3A%22SCAN%20Potential%20VNC%20Scan%205900-5920%22&to=&fr=01/15/2021
https://24.39.73.71/activity/?s=event%3A%22SCAN%20Suspicious%20inbound%20to%20mySQL%20port%203306%22&to=&fr=01/15/2021
https://24.39.73.71/activity/?s=event%3A%22SCAN%20Sipvicious%20Scan%22&to=&fr=01/15/2021
https://24.39.73.71/activity/?s=event%3A%22SCAN%20VMware%20vCenter%20Chargeback%20Manager%20Information%20Disclosure%22&to=&fr=01/15/2021
https://24.39.73.71/activity/?s=event%3A%22SCAN%20Potential%20VNC%20Scan%205800-5820%22&to=&fr=01/15/2021
https://24.39.73.71/activity/?s=event%3A%22SCAN%20Suspicious%20inbound%20to%20PostgreSQL%20port%205432%22&to=&fr=01/15/2021
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Top Attacking IP Addresses by Volume

Attacking Network Origin Volume
193.29.14.110 1B 21
51.77.86.185 N | 12
89.248.160.139 — 11
194.147.140.83 == 11
46.161.27.39 — 9
194.147.140.76 == 9
92.63.197.61 I 8
194.147.140.77 e 8
194.147.140.29 == 8
92.63.197.88 — 8
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https://24.39.73.71/ip/193.29.14.110/
https://24.39.73.71/ip/51.77.86.185/
https://24.39.73.71/ip/89.248.160.139/
https://24.39.73.71/ip/194.147.140.83/
https://24.39.73.71/ip/46.161.27.39/
https://24.39.73.71/ip/194.147.140.76/
https://24.39.73.71/ip/92.63.197.61/
https://24.39.73.71/ip/194.147.140.77/
https://24.39.73.71/ip/194.147.140.29/
https://24.39.73.71/ip/92.63.197.88/

1/15/2021 Sentinel IPS - Top Attacks

Top Attack Types by Number of Unique IP Addresses

Attack Type Severity Unique IPs
CINS Rogue Packet Activity Detected (TCP) 1 389
SCAN Suspicious inbound to MSSQL port 1433 1 63
CINS Rogue Packet Activity Detected (UDP) 1 41
SCAN Potential VNC Scan 5900-5920 1 22
SCAN Suspicious inbound to mySQL port 3306 1 11
SCAN Sipvicious User-Agent Detected (friendly-scanner) 1 5
SCAN Sipvicious Scan 1 5
SCAN Potential VNC Scan 5800-5820 1 3
SCAN Suspicious inbound to PostgreSQL port 5432 1 2

SCAN IPMI Get Authentication Request (null seq number - null
sessionID)

Top Attacked IP Addresses by Volume

Protected Network IP Address Origin Volume
24.39.73.71 = 877
24.39.73.66 L 28
24.39.73.67 L= 27
24.39.73.70 . 24
24.39.73.69 = 21
24.39.73.68 = 21
24.39.73.72 L 16
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https://24.39.73.71/activity/?s=event%3A%22CINS%20Rogue%20Packet%20Activity%20Detected%20%28TCP%29%22&to=&fr=01/15/2021
https://24.39.73.71/activity/?s=event%3A%22SCAN%20Suspicious%20inbound%20to%20MSSQL%20port%201433%22&to=&fr=01/15/2021
https://24.39.73.71/activity/?s=event%3A%22CINS%20Rogue%20Packet%20Activity%20Detected%20%28UDP%29%22&to=&fr=01/15/2021
https://24.39.73.71/activity/?s=event%3A%22SCAN%20Potential%20VNC%20Scan%205900-5920%22&to=&fr=01/15/2021
https://24.39.73.71/activity/?s=event%3A%22SCAN%20Suspicious%20inbound%20to%20mySQL%20port%203306%22&to=&fr=01/15/2021
https://24.39.73.71/activity/?s=event%3A%22SCAN%20Sipvicious%20User-Agent%20Detected%20%28friendly-scanner%29%22&to=&fr=01/15/2021
https://24.39.73.71/activity/?s=event%3A%22SCAN%20Sipvicious%20Scan%22&to=&fr=01/15/2021
https://24.39.73.71/activity/?s=event%3A%22SCAN%20Potential%20VNC%20Scan%205800-5820%22&to=&fr=01/15/2021
https://24.39.73.71/activity/?s=event%3A%22SCAN%20Suspicious%20inbound%20to%20PostgreSQL%20port%205432%22&to=&fr=01/15/2021
https://24.39.73.71/activity/?s=event%3A%22SCAN%20IPMI%20Get%20Authentication%20Request%20%28null%20seq%20number%20-%20null%20sessionID%29%22&to=&fr=01/15/2021
https://24.39.73.71/ip/24.39.73.71/
https://24.39.73.71/ip/24.39.73.66/
https://24.39.73.71/ip/24.39.73.67/
https://24.39.73.71/ip/24.39.73.70/
https://24.39.73.71/ip/24.39.73.69/
https://24.39.73.71/ip/24.39.73.68/
https://24.39.73.71/ip/24.39.73.72/
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